AppRanger Blocking a Web Attack

Opening a web page can be dangerous for your desktop or server.

User may click on a malicious link received via e-mail or visit a website that has been
compromised. An attack would be launched that would exploit vulnerabilities in the Web browser,
Acrobat, media player, etc. to infect the desktop or server.

Below we show what happens when a user clicks on a malicious links.

Attack Explained

Malicious code is part of a link that user receives via e-mail. Obfuscation of link makes it difficult
to judge if it is a malicious or benign link. When the user clicks on the link, a malicious PHP script
from a malicious website (d101b.com) executes a new process (tmpl174.exe) and then redirects
the user to another Web page that looks like Yahoo!

The user does not have to do anything other than click on the original link received via e-mail.
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The process created by the malicious PHP script (tmp1174.exe) attempts to perform several
malicious actions, e.g. modify winlogon and few other files.

Event Properties

Date: 111907 Source:  “tmpl1174.exe ,:'D
Time: 711:39 FPM Sandbo: “High ) c
Type: Informational Count: 16250 C.:'
User: “CommonUser

Computer: N/A

Description: Write Process Event

An attempt has been made to access (k00000002)

LI AWINDOW S system 32 winlogon exe

by C:"Documents and Settings  TRLOKOM  tmp1174.exe
in application C:\Documents and Settings " TRLOKOMY ™ tmp 1174 exe
(B68)

The access has been denied.
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Event Type Date Time Details

@ informational 11418407 7:11:38 PM Blocked thread injection in winlogon.exe
@ informational 1118407 7:11:39 PM Blocked write to winlogon.exe

@ informational 111907 7:04:28 PM Blocked auto start Run:userinit

@ informational 1113407 7:04:28 P Blocked auto start Winlogon:userinit

@ informational TIH13407 7:04:28 PN Blocked file ntos.exe
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These actions are detected by the AppRanger and blocked.
In this particular attack, AppRanger has blocked five malicious actions:

tmpl174.exe tries to inject a thread into winlogon.exe
tmpl174.exe tries to modify winlogon.exe

tmpl174.exe tries to create a few autostart registry entries
tmpl1174.exe tries to write a new malicious file called ntos.exe

If any of the above actions were successful, the computer would be very difficult to clean.
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